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Abstract 

Identity technologies in Nigeria’s fintech ecosystem are witnessing the palms of Artificial Intelligence (AI), making 
security more simplistic, more efficient and more open in the digital financial service. The paper offers a complete 
review of the AI based identity solutions which are used for fraud detection, customer authentication and regulatory 
compliance. The study uses structured literature review to understand the according role of machine learning, 
biometrics and blockchain in enhancing identity verification process. This shows that AI based identity technologies can 
help prevent fraud and reduce the time taken in KYC procedures and also improve financial inclusion. While challenges 
like data privacy concerns, regulatory inconsistencies and the risk of algorithmic biases, are still significant hurdles. 
Finally, the study argues that we need a balanced regulatory framework that enables ethical deployment of AI in the 
fintech sector but at the same time having the ability to promote this innovation. Also, it underlines the need for cross 
cooperation of financial institutions with technology service providers and policymakers improving trust and security 
of digital banking. Financial security and inclusion can be fully harnessed by Nigeria’s fintech landscape when these 
challenges are addressed, which can be achieved through AI driven identity technologies. The paper ends with 
recommendations for improving policy, engaging stakeholders and future research direction to optimize AI’s role in 
identity verification in Nigeria’s evolving financial ecosystem.  

Keywords: Artificial Intelligence (AI); Identity Verification; Financial Inclusion; Fintech Ecosystem; Data Privacy and 
Security 

1. Introduction

The efficient distribution of capital, credit, savings, and investments depends upon the functioning of the financial 
sector; by ensuring such an environment, the financial sector plays a crucial role in mobilizing capital; the financial 
system helps to channel savings so that they can be productively applied; it also facilitates the allocation of credit in a 
rational and economically effective manner while participating in developing a business. Recently, financial service 
delivery has been given priority by both developed and developing nations for modernizing, using new technology to 
make financial inclusion more effective and efficient [1]. As financial technology (FM), Artificial Intelligence (AI) and 
Information and Communication Technology (ICT) in financial systems worldwide increase in their adoption, financial 
systems are being transformed towards providing cost effective, accessible and secured financial service provision.   

The emergence of mobile and internet-based FinTech platforms, such as PayPal, Alipay, WeChat, M-Pesa, and Google 
Pay, has significantly impacted the evolution of the financial sector [2, 3, 4, 5, 6]. Financial transactions made possible 
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by these platforms have made use of cash much less frequent and fast, inexpensive. In addition, mobile and internet 
banking, peer to peer lending, blockchain based transactions, and cryptocurrencies are redefining the traditional 
banking models through transparent, secure and flexible ways [7, 8, 9]. ICT infrastructure takes an important role in 
these developments as it gives these networks for digital financial transactions to allow connectedness and the financial 
access for marginalized populations [10, 11, 12, 13, 14, 15]. 

The technological innovations and increasing demand by consumers for a technologically competent FinTech ecosystem 
has spurred rapid development in Nigeria’s FinTech ecosystem. Such growth is driven by the high adoption of 
smartphones, a growing youth population and a large unbanked segment of the population [16]. But along with this 
expansion have been challenges on identity verification, security threat and regulatory compliance. Today, many 
financial institutions continue to validate identities using laborious and expensive means, including the review of 
manual documents and biometric technologies, making them easy victims of cybercrime and fraud [17]. These 
challenges are telling us that the time has come for better, more secure identity solutions to support Nigeria’s digital 
economy. 

However, these issues can be solved with artificial intelligence, which offers automated identity verification systems 
that can process a large dataset, detect the fraud patterns, and increase the financial security [18]. AI driven identity 
verification improves customer experience, decreases the time to onboard, as well as minimizes the risk of fraud in 
remote areas where traditional identification is not possible [19]. Secondly, government initiatives such as the Bank 
Verification Number (BVN) and National Identity Management Commission (NIMC) confirm Nigeria’s position as a 
country that has embraced digital financial inclusion and transformation (CBN, 2020). Nevertheless, existing identity 
management systems suffer from gradually enrolling and verifying which requires AI based solutions to scale and be 
efficient [22]. 

However, despite its potential, implementation of AI in identity verification in Nigeria’s financial sector is hindered by 
concerns of data privacy, regulatory uncertainties and the high cost of adoption of AI [22]. Barriers include poor 
infrastructure, lack of skilled personnel, as well as lack of awareness about the benefits of AI [23]. These challenges 
make this study attempt to examine the role of AI in identity technologies included in Nigeria’s FinTech ecosystem in 
terms of its contribution to financial security, fraud prevention, and accessibility. By laying the foundation for ongoing 
discussions on AI’s potential to enhance the financial services while managing risks associated with it, these findings 
will be useful. Due to this, it examines the ways in which AI based identity technologies reframe whether financial 
inclusion, risk management, and customer onboarding are possible in Nigeria’s fintech ecosystem. Although we are 
improving efficiency and security, there are challenges such as data privacy, regulatory concerns, bias, to mention a few. 
Financial access in remote areas is limited by the traditional verification methods which are slow and costly. AI can 
deliver scalable solutions, but such actions are prone to recreating financial exclusion if not done carefully if poorly 
rolled out. It is important in assessing the benefits and risks of AI in shaping the direction of policy and fintech 
stakeholders towards best practices in securing and inclusive digital finance in Nigeria, in ensuring technological 
advancements are in line with ethical and regulatory standards. 

1.1. Research Objectives 

• Analyze the current state of AI-driven identity verification technologies in Nigerian fintech 
• Evaluate the impact of machine learning algorithms on fraud prevention and customer authentication 
• Assess the socio-economic implications of AI-enhanced digital identity solutions 

2. Literature Review 

The advent of FinTech has revolutionized the world of finance by introducing revolutionary business models aimed 
towards improving efficiency, accessibility and affordability. The rise of digital financial platforms has challenged 
traditional banking institutions since these platforms offer consumers the possibility of seamless and real time 
transaction processing at a cost-effective price [2,3,4]. Mobile banking, peer to peer lending and blockchain enabled 
transactions are some of the key disruptors which offer financial services that circumvent the constraint of conventional 
banking [7,8,9]. More specifically, these developments have been very transformative in emerging economies, where 
for long the lack of banking infrastructure has traditionally curtailed financial access [23,24,25]. As the need for mobile 
network becomes more essential, the financial inclusion scales up and decreases the cost of traditional banking as well 
as the transaction efficiency. However, mobile payment solutions such as M-Pesa has highlighted the possibility of 
digital finance combining to decrease cash dependency and participation in the economy through economic 
participation, especially in under serviced regions [10,11,12,13,15]. Despite this, these technologies bring about many 
benefits but also introduce security risks of fraud, money laundering, and unauthorized transactions [26,27]. Identity 
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verification is still a major issue in financial transactions in Nigeria. Many of the population is unidentifiable, which 
makes traditional verification processes cumbersome and exclusionary. Although current methods such as biometric 
verification and document-based assurance checks tend to be unreliable, expensive and time consuming [17]. 
Blockchain-based approaches, as explored by Bello et al. (2025) [28], demonstrate how decentralized identity 
verification using smart contracts can enhance onboarding efficiency and reduce compliance burdens for financial 
institutions. Additionally, verification processes are further complicated by the lack of a centralized, reliable identity 
database which slows down financial transactions and increases costs for doing business of FinTech companies [21] 

BVN and NIMC are among government’s initiatives in addressing these challenges. While these systems have enhanced 
identity authentication, they have not been able to cover significantly, nor be efficient, as often they are plagued by 
delays and technical challenges [20,21]. Therefore, it is necessary that more advanced solutions like AI driven identity 
verification, improve accuracy, and scalability and further to include fraud detection capability. Financial identity 
verification made possible by artificial intelligence can be a real time, automated process. Machine learning algorithms 
and AI powered systems have the capacity to analyze wholesale lots of data, safety anomalies, fraud prevention, etc.[18]. 
These capabilities are especially useful in Nigeria's FinTech sector where financial institutions want less costly and more 
scalable solutions to onboard and secure customers [19]. In addition, AI driven identity verification helps in regulatory 
compliance in that transactions follow the anti-money laundering (AML), and know your customer (KYC) regulations. 
Automated identity checks allow decreasing human errors, and improving operational efficiency, increasing customer 
trust to digital financial services [22]. Nevertheless, attempts at AI adoption in Nigeria are restrained by data privacy 
issues, lack of clear regulations and the high cost of implementation [29]. To overcome these challenges, it will take 
concerted efforts of the government, the financial institutions, and technology providers in setting up an enabling 
regulatory regime for AI backed innovation and protection of consumers respectively.  

2.1. Theoretical Framework 

Two theories were found to be applicable to the study. These theories include Technology Acceptance Model (TAM), 
and Institutional Trust Framework. 

2.1.1. Technology Acceptance Model (TAM) 

This model is one of the most used models on the use and acceptance of technology in research. The model developed 
by Davis (1989) [30] explores the acceptance of new technology or new services [31]. The model explains the 
relationship between user’s beliefs about the use of technology as well as their intention and attitude towards the use 
of technology. Perceived usefulness (PU) has demonstrated a more robust link with technology utilization than other 
factors in prior models. Thus, the researcher integrates both perceived usefulness (PU) and perceived ease of use 
(PEOU) into its application in the use of AI identification technology in the fintech sector. This goes to highlight how 
well this technologically driven innovation may be adopted, maybe due to the perceived sense of usefulness by the end 
users. 

PU denotes the extent to which a user sees that utilizing a particular system will improve job performance, whereas 
PEOU signifies the level at which a user views a system as requiring minimal effort. The two components provide the 
essence of the Technology Acceptance Model (TAM) [31] a prominent paradigm for comprehending technology uptake. 

The Technology Acceptance Model posits that a person's intention to utilize new technology is predominantly 
influenced by perceived usefulness and perceived ease of use. Companies that perceive AI identification technologies as 
one with bottlenecks or unbeneficial may hesitate to embrace them. If companies view AI technologies as simple to 
master and advantageous for cognitive enhancement, they are more inclined to interact with the technology. 

Notwithstanding criticisms, the Technology Acceptance Model (TAM) continues to be a significant framework for 
analyzing determinants of technology adoption, especially in developing countries [32]. The underlying notions persist 
in guiding research on how perceived usefulness and ease of use influence Fintech companies’ adoption of AI 
identification technologies. 

2.1.2. Institutional Trust Framework 

This theory explains the importance of confidence in the adoption of technology. It is important that the users. This 
theory seeks to explain organizational behaviors of both formal and informal institutions. The theory seeks to explain 
societal norms, values, rules, and regulations in influencing the actions of an organization, such as financial institutions 
[33,34].  
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Organizations modify their methods and structures to conform to societal standards, obtain approval, access resources, 
and cater to various the needs of different people in society. Scott's (2005) [35] expansion of institutional theory 
emphasizes the influence of institutions on the formation and operation of organizational structures. Scott highlighted 
that there are three major institutional pillars which include: regulative (laws and regulations), normative (values and 
norms), and cognitive (common beliefs and mental frameworks). This framework provides an in-depth comprehension 
of the impact of formal and informal structures on organizational behavior, in this case, the impact of factors on the 
adoption of AI Identification technology. 

From the standpoint of institutional quality, the theory emphasizes how the robustness and efficacy of both formal and 
informal institutions influence organizational conduct, especially within financial institutions. Superior institutional 
quality, evidenced by robust legal frameworks, effective governance, and conducive regulatory environments, is 
essential for organizational success and stability. Effective governance, characterized by little corruption and strong 
regulatory frameworks, is essential for prosperous financial institutions [36]. Transparent and accountable institutions 
cultivate public trust, resulting in more efficient financial markets, improved resource allocation, and heightened capital 
inflows, all of which bolster financial development and stability. Robust institutions characterized by minimal 
corruption, efficient contract enforcement, and transparency are crucial for promoting financial sector expansion, 
facilitating innovation, and maintaining operational efficiency [37]. 

In recent years, institutional theory has examined the influence of technology on institutional transformation. 
Technological advances can destabilize conventional institutions and generate opportunities for transformation [38]. 
Financial innovations have resulted in the formation of novel institutional frameworks inside the financial ecosystem. 

3. Methodology 

3.1. Research Design 

This study adopts a scoping review in order to get comprehensive information as regards the variable of the study. A 
scoping review allows for rigorous and methodical analysis to provide answers to proposed research questions using 
existing literature and findings from previous studies. This is executed to ensure that all accessible proof and 
information are presented honestly, providing scientific substantiation for future use [39] The researcher reviewed all 
pertinent studies related to the work. The study reviewed electronic databases majorly from AJOL and Googlescholar. 
This was utilised as the areas of the study was majorly Nigeria and these databases were closely related to databases 
where the studies could be found. These databases were chosen for their status as the foremost and most often 
employed resources for studies in Nigeria as suggested by [40]. 

The study adopted the PCC (Population/Concept/Context) framework. According to JBI's Scoping Review Manual, the 
'PCC' mnemonic is advised as a framework for generating a clear and significant title for a scoping review. The PCC 
acronym represents Population, Concept, and Context. Explicit objectives, interventions, or phenomena of interest are 
not required to be articulated for a scoping review; yet aspects of each may be implicitly present in the notion being 
analyzed. The review lasted for two weeks as the researcher developed search terms with boolean’s operator such as 
‘AND’ and ‘OR’. Terms such as (refer to Tables 1 and 2 below) were combined to facilitate an in-depth study of recent 
and relevant literature. 

Database filters were created to locate publications that include the designated search phrases in their abstracts, titles, 
and full-text documents [41]. The researcher will meticulously analyze the abstracts of identified papers to become 
acquainted with the review. 

Table 1 PCC Table 

Population Concept Context 

FinTech Companies 

Financial Banking 

Artificial Intelligence 

Machine Learning 

Deep Learning 

Identity Technology 

Identification 

Fraud detection 

Source: Methley et al. (2014) [41] . 

Using the PCC framework and Boolean operators, the following search terms were developed for the study as shown 
Artificial Intelligence" OR "Machine Learning" OR "AI") AND ("Identity Technologies" OR "Biometric Authentication" OR 
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"Digital Identity") AND ("Fintech" OR "Financial Technology" OR "Digital Banking") AND ("Nigeria" OR "Nigerian 
Economy").  ("AI Algorithms" OR "Neural Networks") AND ("Identity Verification" OR "Facial Recognition") AND 
("Financial Inclusion" OR "Mobile Payments") AND ("Nigeria" OR "West Africa"). ("Artificial Intelligence" OR "Deep 
Learning") AND ("KYC" OR "eKYC" OR "Identity Management") AND ("Fintech Ecosystem" OR "Digital Finance") AND 
("Nigeria" OR "Lagos"). 

The PRISMA flow diagram was then used for identifying, screening, and determining the eligibility and inclusion criteria 
for the reports that are within the scope of the review. The purpose of the PRISMA Statement is to assist writers in 
enhancing the documentation of systematic reviews and meta-analyses. While our primary emphasis has been on 
randomized trials, it is worth noting that PRISMA can also serve as a framework for presenting systematic reviews of 
various other forms of research, including assessments of therapies. PRISMA can be utilized for evaluating published 
systematic reviews, but it is not designed to assess the overall quality of a systematic review. 

 

Figure 1 PRISMA 2009 Flow Diagram showing the selection process of studies included in the review 



Magna Scientia Advanced Research and Reviews, 2025, 13(02), 218-229 

223 

The inclusion and exclusion were also applied in the selection of included studies. The inclusion includes studies done 
within the last 5years as it relates to the recency of events, that is studies between 2019-2025, studies in Nigeria and 
those done in English Language as well as peer reviewed journals and those with full abstract available. Lastly, included 
studies include Studies involving financial institutions, fintech startups, regulatory bodies, or end-users (e.g., 
customers) in the Nigerian fintech ecosystem. Exclusion criteria include studies outside Nigeria, those not written in 
English, as well as those not involved in financial institutions. Studies who do not have their full articles available were 
also excluded from the study. 

Quality assessment of the papers was done to ascertain the quality of the studies involved. The analysis was done using 
both narrative analysis and thematic analysis. The approach is inductive, as it develops concepts and theories from the 
facts, in contrast to the deductive methodology of content analysis. Ethical procedures were observed and the 
procedures speculated were strictly followed 

4. Results and discussion 

4.1. Analyze the Current State of AI-Driven Identity Verification Technologies in Nigerian FinTech 

This analysis was done using narrative synthesis to analyse the current state of this technology in Nigeria. It was 
discovered that the understanding of AI technologies as a game changing factor in the Fintech industry cannot be over 
emphasised as long-standing issues like fraud, financial exclusion, and inefficient customer onboarding can be solved 
using AI-driven technology, especially in the area of identity verification. Studies agree that biometric authentication 
methods (such as fingerprint, face, and voice recognition) could tremendously improve security measures for identity 
verification [42,43]. In a country like Nigeria, where the National Identification Number (NIN) and other older forms of 
identification disproportionately affect women and people living in rural areas, these innovations find relevance. 
However, it was seen from the reviewed studies that the use of AI-driven identity verification is at an infant stage as 
stated by [44,45]. Although a number of banks and FinTech companies have started using AI-driven identity verification, 
there are still several obstacles to its broad adoption due to issues with regulation, infrastructure, and social and cultural 
norms, hence, showing a gap between potential and reality.  

One of the highlighted potentials lies in the enhancement of security while improving financial inclusion. Ekolama et al. 
(2022) [45] study introduced ‘Fraudaeck-AI’, an artificial intelligence model aimed at identifying network intrusions 
and mitigating cyber fraud within Nigeria's banking sector by using Neural networks to analyse behavioural patterns, 
identifying suspicious activities and minimizing fraudulent transactions.  In the same vein, [44] explained that AI is 
being used in real-time transaction monitoring and behavioral modeling, which can help identify customer behavioural 
patterns to decipher unusual behaviours that may be fraudulent. It was also explained that, although this is still very 
scanty in practice, there are beginning to be possibilities of the use of AI for Voice recognition and text-to-image 
applications facilitate participation in the digital economy for individuals with low literacy levels or restricted access to 
formal identification, hence breaking sociocultural barriers that bother on disparity [42, 43]. 

Different challenges were said to however impede successful implementation of AI-driven identity verification systems 
in Nigeria. Ogundele et al. (2025) [48] identify regulatory constraints as a significant challenge, observing that 
governmental policies many a times lag technological progress, and this causes a huge lag in innovation. Moreover, [43] 
and [42] highlighted infrastructural deficiencies, like restricted internet connectivity and high cost of biometric 
equipment, which constrain the dissemination of AI-driven solutions. Beyond this, there are also concerns that relates 
to data privacy and security in the Fintech AI space. Ekolama et al. (2022) [45] warn that AI systems are susceptible to 
cyber threats, including Xenomorph Trojan software, which can circumvent security measure, thereby destroying 
significant information. This poses a significant challenge regarding the acceptance of AI based identification system 
especially in the face of growing acceptance as regards technological usability, especially in an environment where 
public confidence in digital technology remains nascent. 

Omotubora (2024) [43] and Agidi (2020) [42] highlighted that current technologies are not tailored to the specific 
requirements of women and other marginalized groups. This neglect sustains the marginalization of these populations, 
compromising the inclusive capacity of AI.  

4.2. Evaluate the Impact of Machine Learning Algorithms on Fraud Prevention and Customer Authentication 

This was analysed under the negative and the positive impacts, as literature suggests how well these technologies has 
helped improved identification as well as some inherent lapses that exists.  
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4.3. Positive Impacts 

4.3.1. Enhanced Fraud Detection and Prevention 

One advantage of AI-driven machine learning for identification is its capability to analyse large datasets in real-time to 
determine unusual patterns of behaviours that may predict fraudulent activities. Alemu (2024) [44] illustrates that AI 
may identify suspicious transactions through behavioral patterns, whereas [45] examine the Fraudaeck system, which 
attains a 93% accuracy rate in detecting fraudsters by monitoring network and banking application interactions.  This 
shows the potential of ML models to forecast fraudulent activities thereby enhancing ways of aversion of those activities 
using previous data to identify potential threats. It was explained from the reviewed studies that this is a common 
pattern in Nigeria, where there exists a high propensity for fraudulent activities [43,44]. 

4.3.2. Improved Customer Authentication 

Another breakthrough in the use of AI and ML in identification technology is in its ability to improve user authentication 
via advanced security protocols like Multi-Factor Authentication (MFA) and biometric verification. Studies show that it 
could offer a more secure user-friendly alternative for conventional passwords via biometric authentications like 
fingerprint scanning, facial recognition [43,43]. Ekolama et al., (2022) [45] explained that platforms like Fraudaeck 
evaluate biometric information and record legitimacy to understand the difference between fraudulent and authentic 
identities to improve protection against fraud. This tends to improve Biometric authentication especially for less 
educated areas who may not have the technical know-how as regards FinTech’s [43]. Hence, improving the acceptability 
of these technologies as FinTech’s are able to penetrate these areas helping to improve the acceptability of AI technology 
adoption to mitigate fraud risks and enhance identity verification [42]. The shift from password-based authentication 
to AI-driven biometric security underscores the growing importance of machine learning in improving financial security 
and promoting digital inclusivity. The integration of smart technologies such as AI and blockchain provides a more 
holistic approach to identity management, combining automation, transparency, and security (Bello et al., 2025) [28] 

4.3.3. Negative Impacts 

However, despite its several advantages, there seems to be some disadvantages posited by the integration of 
identification technology in the Fintech space in Nigeria. 

4.3.4. Bias and Accuracy 

AI inspired fraud protection and user identification still has the problem of bias in ML algorithm which may be due to 
lack of data versatility as this may marginalize certain demographic that make use of financial services [42,43]. Another 
issue relates to the potency of cyber threats even though many of these models are said to be highly accurate as shown 
in the works of [45], this then calls for consistent upgrade in the AI models used to encourage integrity as well as 
improvement in the integration of real time threat intelligence to control growing cyber risks.  

4.3.5. Rules and Regulations 

Ogundele et al. (2025) [46] explained that there seems to still be a lack of definite rules and regulations regarding AI 
identification technology. Lack of strict data protection may lead to lack of confidentiality of client information which 
fraudsters may exploit, eroding confidence in AI-driven security solutions. Despite these challenges, AI-driven fraud 
detection significantly outperforms traditional methods in terms of speed, adaptability, and accuracy. The 93% accuracy 
rate of Fraudaeck highlights how well machine learning algorithms detect fraudulent activity in advance. However, even 
if AI reduces false positives, false negatives can still occur, particularly if the training data is not varied. AI models may 
not detect fraudulent transactions, which could lead to possible financial losses, if they are unable to correctly represent 
different transaction types [44,45]. It is then important to improve regulations and rules around AI identification 
technologies and ensure consistent upgrades so as to improve efficiency and improve fraud detection prowess [42,46]. 

4.4. Assessing the Socio-Economic Implications of AI-Enhanced Digital Identity Solutions 

4.4.1. Financial Inclusion 

Secure and efficient Digital Identity solutions created with the help of AI make a vital contribution to increased financial 
inclusion by offering the secure and efficient way of verifying the identity. Digital identity systems are of particular 
importance in Nigeria where a significant population of the population remains unbanked or underbanked and through 
which these people can be brought into the formal financial system [44]. Typically, traditional banking infrastructures 
required physical documentation and in person verification, making it difficult for people in the remote or the 
underserved areas of a country to have access to finance. Identity verification tools powered by AI, that use biometric 
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authentication and automated processes, make it easier to get rid of these barriers by facilitating smooth and remote 
verification. Systems such as the Bank Verification Number (BVN) and the National Identification Number (NIN) have 
greatly enhanced access to the financial services in Nigeria. The systems enable the creation of verifiable identities 
which can be used across various banking and financial platforms to enable participation of those who were previously 
excluded from the system [45]. Additionally, AI driven verification solutions are overcoming socio-cultural obstacles by 
riding on a multi modal authentication (voice ID, fingerprint scanning and facial recognition [43,44]. These are 
advancements that make it possible for people who might otherwise be dependent on traditional literacy-based 
methods of identification, but that have a little bit of technological experience, to be included in the financial system. 
With such digital identity onboarding systems, AI makes the onboarding process much quicker and more convenient 
for financial services, especially for people in marginalized communities, the wait times are gone, and financial 
transactions are more available. This allows people that would otherwise be excluded due to geographical, technological 
and literacy constraints to gain access to banking, lending and other financial services. It includes more people in 
economic activity, enabling more people to save and invest, and gain access to credit, which results in a strengthened 
financial well-being for the more people as well as broad economic development. 

4.4.2. Economic Growth and Stability 

Similarly, AI based identity technologies also play their part in economic growth and stability with reduction in fraud, 
increase in trust in financial transactions and building investor confidence. Persistent friction of fraud and identity theft 
in the financial sector of Nigeria has deterred businesses and investors from transacting on large scales [45]. By joining 
forces with identity-verification via AI, financial institutions can significantly root out frauds from fraudulent activities, 
minimize financial crimes and protect consumer transactions. The improvement of this security not only increases 
confidence of the consumers but also enable Nigeria to be attractive to foreign investors who require stability and 
security of financial environment before they participate in economic partnerships. AI enhanced digital identity 
solutions also help companies create new jobs and boost their business growth by avoiding loss of money due to fraud. 
Businesses suffer in the relative losses due to fraudulent transactions and identity theft, which debilitate their capacity 
to hire more employees and carry on. AI based solutions mitigate these risks and thus businesses can keep more 
revenue, invest more in expansion and create more employment opportunities [44]. Additionally, the demand for 
skillful professionals that will help develop and maintain AI identity systems will, in turn, stimulate job creation in 
Nigeria’s technology sector in artificial intelligence, cybersecurity, and digital finance. Also, invested AI infrastructure 
and workforce development are also dependent for long term economic growth. It is Nigeria’s potential to use AI 
technologies for identity verification that would make the country competitive in the global digital economy. In order 
to ensure that AI-powered identity solutions will contribute positively to economic growth, government policies that 
facilitate AI education, research, and development of the infrastructure will be critical. These technologies, if properly 
adopted, can bring Nigeria to the top of the list of fintech innovators in Africa, which can enhance regional trade and 
economic integration. 

4.4.3. Privacy and Security Concerns 

While AI powered identity verification offers many benefits, there are serious privacy and security issues that must be 
tackled for AI powered identity verification to be ethical and responsible. Anarea of concern is the possibility that 
biometric data collection could be misused, as it serves as main ingredient for most of the AI based identication systems. 
With the growing reliance on biometrics that includes facial recognition and fingerprint scanning, unauthorized access 
to data, identity theft and government surveillance are real concerns [44,46]. Without proper data protection, 
cybercriminals can take advantage of sensitive personal information or institutions misuse the data for purposes other 
than its purpose of collection. All AI enhanced digital identity solutions have the role of making secure and efficient 
identity verification processes possible in the realm of financial inclusion. Digital identity systems are ways of 
integrating unbanked or underbanked persons in the formal financial system especially in Nigeria where a large 
proportion of the population is unbanked or underbanked [44]. Traditionally, people in remote or underserved areas 
have not been able to do this because traditional banking infrastructure always requires physical documentation and 
the presence of the people themselves. The barriers of these constraints are removed by using the AI powered identity 
verification tools that use biometric authentication and automated processes to create a seamless and remote 
verification [45]. This might lead to some populations not being able to access necessary financial services at par with 
others. Thus, increasing existing inequalities. At the same time, the use of AI in identity verification makes the data 
breach and unauthorized access to personal information more likely. Centralized and cloud-based databases that store 
customer identity records are heavily used by Fintech operations and are therefore vulnerable to cyber-attacks [45]. As 
data protection regulations in Nigeria continue to evolve, the need for stronger legal frameworks to protect consumers 
from identity theft and financial fraud in the country has never been felt before. One of the biggest issues is that the 
current policies like the Nigerian Data Protection Regulation (NDPR) may not cover the quick progressions in concepts 
of AI driven identity technology. To mitigate security risks, these regulations need to be strengthened and compliance 
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with them in fintech companies need to be tackled very well. There are also concerns about data sovereignty and control 
when multinational fintech firms operate in Nigeria. Some international technology companies have developed and 
continue to maintain many AI powered identity verification solutions which is an issue because we don’t know where 
Nigerian consumer data is being stored and how it is used. Without the presence of data governance frameworks, the 
sensitive identity information of Nigerian consumers may be stored on foreign servers, thereby rendering them 
vulnerable to data privacy violations. To address these concerns, government, the stakeholders in the fintech space, and 
AI developers will have to team together to implement localized data storage solutions as well as strict policies of 
protection of the data. 

5. Conclusion 

The study draws attention to the great potential for change that AI powered identity verification technologies have in 
Nigeria’s FinTEch. There are massive benefits from AI driven solutions for financial inclusion, fraud prevention of 
operational efficiency. Incorporating AI in identity verification processes for onboarding of customers has become more 
secure, seamless, and efficient especially for the unbanked and underbanked population. There are already systems 
such as the Bank Verification Number (BVN) and the National Identification Number (NIN) that have demonstrated how 
digital identity solutions open access to financial services. On the other hand, the study also has its drawbacks because 
there are data privacy risks, cybersecurity threats and other regulatory challenges that could negatively affect the 
realization of the full benefits of the use of AI in its financial sector in Nigeria. Like any other AI technologies including 
the Fraudaeck-AI model, it has proved to have the capacity in improving the authentication and fraud detection but still, 
have not been able to achieve wide adoption in Nigeria due to the reported gaps in Nigeria’s regulatory and governance 
framework. Thus, there is a need for more empirical studies and real-world case analysis of how financial ecosystem 
has been impacted using AI enhanced digital identity solutions in Nigeria. In addition, unclear data protection laws and 
governance AI structures put us at risk of many risks, due to the lack of clear laws from data protection to AI governance 
structures the consumer data is hardly protected from breaches and unauthorized access. Ultimately, AI has the 
potential to pave the way for financial security and economic stability in Nigeria, but its success depends on 
implementation of pro activities policy interventions, development of digital infrastructure and collaboration between 
stakeholders. To ensure that AI-driven identity solutions are, at once, effective, equitable, and increasingly important to 
economic growth generally, there will be significant ethical, regulatory, and security challenges to overcome to achieve 
this. 

Recommendation 

For Nigeria to fully benefit from the advantages of AI in digital identity verification, while mitigating its risks, it needs 
to adopt the strategic measures of strengthening regulatory oversight, data security, infrastructure development, 
building expertise in its workforce, and engaging stakeholders. Specifically, it is necessary to have a robust regulatory 
framework and tailored to AI applications in financial services. To create ethical AI use, data governance and compliance 
requirements, the government should develop clear policies. It’s also important to strengthen data privacy and 
cybersecurity regulations that are essential in light of the increasing use of AI powered identity verification, as the latter 
should not lead to data breaches, unauthorized access, and misuse of customer’s sensitive information. The risks will 
thus have to be mitigated, and these can be mitigated by enforcing stricter security measures like data encryption and 
AI ethics policies. Like any other tech, investments in digital households are required to make AI adoption and scalability 
simple. Investments in digital infrastructure are equally important to facilitate AI adoption and scalability.  

For seamless integration of AI in financial services, the government and the private sector have to give priority to the 
expansion of AI supportive technologies like cloud computing, secure databases and high-speed internet. Furthermore, 
the gap in the AI skill has to be addressed through education and training. Both universities and technology firms should 
work together with financial institutions to develop a workforce that is knowledgeable enough to use AI driven identity 
technologies effectively. Therefore, for public trust in AI identity verification systems, awareness campaigns and work 
together between the regulators, financial institutions, FinTech companies are needed. If Nigeria can facilitate 
transparency, appropriate ethical AI practices and consumer protection, the country will build functional, secure and 
inclusive financial ecosystem dependent on the use of AI powered digital identity solutions. 

Compliance with ethical standards 

Disclosure of conflict of interest 

No conflict of Interest.  



Magna Scientia Advanced Research and Reviews, 2025, 13(02), 218-229 

227 

References 

[1] Lee CC, Li X, Yu CH, Zhao J. Does FinTech innovation improve bank efficiency? Evidence from China’s banking 
industry. Int Rev Econ Finance. 2021;74:468–83. doi:10.1016/j.iref.2021.03.009. 

[2] Aduba JJ, Asgari B, Izawa H. Does FinTech penetration drive financial development? Evidence from panel analysis 
of emerging and developing economies. Borsa Istanb Rev. 2023;23(5):1078–97. doi:10.1016/j.bir.2023.06.001. 

[3] Muganyi T, Yan L, Yin Y, Sun H, Gong X, Taghizadeh-Hesary F. FinTech, RegTech, and financial development: 
Evidence from China. Financ Innov. 2022;8(29):1–20. doi:10.1186/s40854-021-00313-6. 

[4] Musabegović I, Özer M, Đuković S, Jovanović S. Influence of financial technology (FinTech) on financial industry. 
Ekonom Poljopr. 2019;66(4):1003–21. doi:10.5937/ekopolj1904003m. 

[5] Shim Y, Shin DH. Analyzing China’s FinTech industry from the perspective of actor-network theory. Telecommun 
Policy. 2016;40(2–3):168–81. 

[6] Tang YM, Chau KY, Hong L, Ip YK, Yan W. Financial innovation in digital payment with WeChat towards electronic 
business success. J Theor Appl Electron Commer Res. 2021;16(5):1844–61. doi:10.3390/jtaer16050103. 

[7] Cai CW. Disruption of financial intermediation by FinTech: A review on crowdfunding and blockchain. Account 
Finance. 2018;58(4):965–92. doi:10.1111/ac.12405. 

[8] Gomber P, Kauffman RJ, Parker C, Weber BW. On the FinTech revolution: Interpreting the forces of innovation, 
disruption, and transformation in financial services. J Manag Inf Syst. 2018;35(1):220–65. 

[9] Rjoub H, Adebayo TS, Kirikkaleli D. Blockchain technology-based FinTech banking sector involvement using 
adaptive neuro-fuzzy-based K-nearest neighbors’ algorithm. Financ Innov. 2023;9(1):1–23. 
doi:10.1186/s40854-023-00469-3. 

[10] Alimi AS, Adediran IA. ICT diffusion and the finance–growth nexus: A panel analysis on ECOWAS countries. Future 
Bus J. 2020;6(1):1–10. doi:10.1186/s43093-020-00024-x. 

[11] Aziz T, Khan MGU, Islam MT, Pradhan MAH. An analysis on the relationship between ICT, financial development, 
and economic growth: Evidence from Asian developing countries. J Int Trade Econ Dev. 2023;32(5):705–21. 
doi:10.1080/09638199.2022.2134912. 

[12] Chatterjee A. Financial inclusion, information and communication technology diffusion, and economic growth: A 
panel data analysis. Inf Technol Dev. 2020;26(3):607–35. doi:10.1080/02681102.2020.1734770. 

[13] Cheng CY, Chien MS, Lee CC. ICT diffusion, financial development, and economic growth: An international cross-
country analysis. Econ Model. 2021;94:662–71. doi:10.1016/j.econmod.2020.02.008. 

[14] Sassi S, Goaied M. Financial development, ICT diffusion, and economic growth: Lessons from MENA region. 
Telecommun Policy. 2013;37(4–5):252–61. doi:10.1016/j.telpol.2012.12.004. 

[15] Verma A, Dandgawhal PS, Giri AK. Impact of ICT diffusion and financial development on economic growth in 
developing countries. J Econ Finance Adm Sci. 2023;28(55):27–43. doi:10.1108/JEFAS-09-2021-0185. 

[16] Businessfront. The rapid growth of Fintech in Nigeria [Internet]. Techpoint Africa; 2024 Dec 23 [cited 2025 Apr 
2]. Available from: https://techpoint.africa/brandpress/the-rapid-growth-of-fintech-in-nigeria/. 

[17] Fatoki J. The influence of cybersecurity on financial fraud in the Nigerian banking industry. Int J Sci Res Arch. 
2023;9(2):503–15. 

[18] Olowu O, Adeleye A, Omokanye A, Ajayi A, Adepoju A, Omole O, et al. AI-driven fraud detection in banking: A 
systematic review of data science approaches to enhancing cybersecurity. GSC Adv Res Rev. 2024;21(2):227–37. 
doi:10.30574/gscarr.2024.21.2.0418. 

[19] Thokal V, Patil PR. Review and analysis of the literature: Artificial intelligence-based digital transformation of 
automated customer onboarding. Eng Proc. 2024;59(1):234. doi:10.3390/engproc2023059234. 

[20] Central Bank of Nigeria (CBN). A quarterly publication of the Financial Inclusion Secretariat: 1st quarter March 
2020. Spotlight COVID-19: An opportunity for financial inclusion in Nigeria [Internet]. 2020 [cited 2025 Apr 2]. 
Available from: https://www.cbn.gov.ng/out/2020/ccd/newletter%20cbn%20march%202020.pdf. 

[21] Nzeako G, Shittu RA. Leveraging AI for enhanced identity and access management in cloud-based systems to 
advance user authentication and access control. World J Adv Res Rev. 2024;24(3):1661–74. 
doi:10.30574/wjarr.2024.24.3.3501. 



Magna Scientia Advanced Research and Reviews, 2025, 13(02), 218-229 

228 

[22] Salami E, Nwankwo I. Regulating the privacy aspects of artificial intelligence systems in Nigeria: A primer. Afr J 
Priv Data Prot. 2024;1(1):220–47. doi:10.29053/ajpdp.v1i1.0011. 

[23] Agyemang OS, Gatsi JG, Ansong A. Institutional structures and financial market development in Africa. Cogent 
Economics and Finance. 2018;6(1):1–15. https://doi.org/10.1080/23322039.2018.1488342 

[24] Severino M, Tonderai N, Life S. Impact of mobile banking on traditional banking practices in Zimbabwe. 

[25] Ochuba NA, Adewunmi A, Olutimehin DO. The role of AI in financial market development: enhancing efficiency 
and accessibility in emerging economies. Finance & Accounting Research Journal. 2024;6(3):421-436. 

[26] Abaidoo R, Agyapong EK. Financial development and institutional quality among emerging economies. J Econ 
Dev. 2022;24(3):198–216. https://doi.org/10.1108/JED-08-2021-0135 

[27] Khan MA, Khan MA, Abdulahi ME, Liaqat I, Shah SSH. Institutional quality and financial development: The United 
States perspective. J Multinatl Financ Manag. 2019;49:67–80. https://doi.org/10.1016/j.muln.2019.01.001 

[28] Bello, A., Oduro, D. A., Opoku, E., Bello, A. D., Leo, A. O., & Ukatu, C. E. (2025). Enhancing Know Your Customer 
(KYC) and Anti-Money Laundering (AML) compliance using blockchain: A business analysis approach. IRE 
Journals, 8(9), 297–305 

[29] Adeleke IA, Muraina IO, Adegbuyi KK. Adoption of cloud computing technology for effective university 
administration in Nigeria. Curr J Appl Sci Technol. 2020;39(40):1–8. 

[30] Davis F. Perceived usefulness, perceived ease of use, and user acceptance of information technology. MIS Q. 
1989;13(3):319–340. https://doi.org/10.5962/bhl.title.33621 

[31] Davis FD, Venkatesh V. A critical assessment of potential measurement biases in the technology acceptance 
model: Three experiments. Int J Hum-Comput Stud. 1996;45(1):19–45. 

[32] Braun MT. Obstacles to social networking website use among older adults. Comput Hum Behav. 2013;29(3):673-
680. 

[33] Selznick P. Foundations of the theory of organization. Am Sociol Rev. 1948;13(1):25–35. 

[34] North DC. Institutions and economic growth: An historical introduction. World Dev. 1989;17(9):1319–1332. 
https://doi.org/10.1016/0305-750X(89)90075-2 

[35] Scott R. Institutional theory: Contributing to a theoretical research program. Great Minds Manag Process Theory 
Dev. 2005;72(4):460–484. 

[36] Glaeser EL, La Porta R, Lopez-de-Silanes F, Shleifer A. Do institutions cause growth? J Econ Growth. 
2004;9(3):271–303. https://doi.org/10.1023/B:JOEG.0000038933.16398.ed 

[37] Lindstedt C, Naurin D. Transparency is not enough: Making transparency effective in reducing corruption. Int 
Polit Sci Rev. 2010;31(3):301–322. https://doi.org/10.1177/0192512110377602 

[38] Greenwood R, Hinings CR. Editorial introduction: Organizational transformations. J Manag Stud. 
2013;24(6):562–564. https://doi.org/10.1227/00006123-197907010-00116 

[39] Owen VS, Righy C, Rosa RG, de Almeida JP, Friedman G. Adverse events associated with administration of 
vasopressor medications through a peripheral intravenous catheter: A systematic review and meta-analysis. Crit 
Care. 2021;25(1):1–12. https://doi.org/10.1186/s13054-021-03685-4 

[40] Oermann MH, Nicoll LH, Chinn PL, Conklin JL, McCarty M, Amarasekara S. Integrity of databases for literature 
searches in nursing: Avoiding predatory journals. Adv Nurs Sci. 2021;44(2):102–110. 
https://doi.org/10.1097/ANS.0000000000000340 

[41] Marx W, Teleni L, McCarthy AL, Vitetta L, McKavanagh D, Thomson D, Isenring E. Efficacy and effectiveness of 
carnitine supplementation for cancer-related fatigue: A systematic literature review and meta-analysis. 
Nutrients. 2017;9(11):1224. https://doi.org/10.3390/nu9111224 

[42] Liamputtong P, Ezzy D. Qualitative research methods. Oxford: Oxford University Press; 2005. 

[43] Agidi RC. Artificial intelligence in Nigeria financial sector. Int J Electron Inf Eng. 2020;11(1):40-47. 

[44] Omotubora A. AI for women’s financial inclusion—analysis of product design and policy approaches in Nigeria. 
Data Policy. 2024;6:e66. 

https://doi.org/10.1016/j.muln.2019.01.001


Magna Scientia Advanced Research and Reviews, 2025, 13(02), 218-229 

229 

[45] Alemu MD. Financial Technology (FinTech), Artificial Intelligence (AI), ICT, Institutional Quality, and Financial 
Sector Development: International Evidence. 

[46] Ekolama SM, Orike S, Elechi P. Preventing cyber-fraud in Nigeria’s banking system using fraudaeck-AI. Eur J Electr 
Eng Comput Sci. 2022;6(6):55-63. 

[47] Ogundele AT, Ibitoye OA, Akinterinwa OO, Adeniran A, Ibukun FO, Apata TG. The role of artificial intelligence in 
advancing sustainable banking and service efficiency in Nigerian financial institutions: An assessment of selected 
quoted banks. J Sustain Dev Law Policy. 2025;16(1):282-307. 


