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Abstract

Outsourcing has become increasingly important for organizations around the world because the practice offers
optimization opportunities for the organizations. However, the increase in the magnitude of outsourcing has brought
new complex hazards that need organizations to be aware and ready to tackle. The hazards include operational
disruptions due to data breaches and harm to brands. This research was aimed at comprehending the strategic risk
management within the realm of outsourced processes with the intention of geopolitical and cybersecurity obstacles.
The study sought to establish a framework that will help organizations to improve their risk management practices
within the context of outsourcing. The study employed qualitative and quantitative methods to examine the operational,
financial, geopolitical, and cybersecurity hazards of outsourcing. The qualitative component included in-depth
interviews with key stakeholders in outsourcing and the quantitative component included surveys. The thematic
analysis and inferential statistics indicated a strong association between geopolitical factors, cybersecurity threats, and
strategic risk management. The recommends an inclusion of the geopolitical risk assessment as an integral part of
strategic planning in the outsourcing practice. Also, the study recommends enhancement of cybersecurity processes to
avert financial and operational risk.

Keywords: Risk Management; Supply Chain; Cybersecurity Threats; strategic risk management; geopolitical factors

1. Introduction

1.1. Introduction and Importance of Strategic Risk Management in Outsourced Business Processes

The practice of outsourcing has become an essential component of modern company strategy, offering firms the chance
to optimize operational effectiveness, minimize expenses, and concentrate on fundamental areas of expertise.
Nevertheless, the intricate nature of global business settings gives rise to a multitude of potential hazards, hence
requiring the implementation of a strategic framework for effectively managing risks associated with outsourced
business activities.

In recent years, there has been a significant increase in the magnitude of outsourcing. The global outsourcing market
size in 2021 was reported to have reached $92.5 billion, as indicated by a study conducted by Statista. This figure
demonstrates a consistent and positive trajectory. Although the practice of outsourcing has a wide range of advantages,
it also exposes enterprises to a variety of complex hazards, such as disruptions in operations, breaches of data security,
and harm to their brand.
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The interrelated nature of global marketplaces underscores the importance of strategic risk management in outsourced
business processes. Geopolitical issues, encompassing trade difficulties, political instability, and regulatory changes,
possess the potential to significantly impact the seamless functioning of outsourced activities. The disruption of global
supply chains resulting from the trade conflict between the United States and China has had a significant impact on
enterprises on a global scale. The comprehension and alleviation of these geopolitical hazards are vital for the
attainment of long-term prosperity.

Furthermore, the increasing risk of cybersecurity breaches is a substantial obstacle for firms involved in the practice of
outsourcing. In 2020, the Identity Theft Resource Center documented a total of 1,862 recorded incidents of data
breaches, which resulted in the exposure of more than 300 million records. The incorporation of digital technologies
throughout outsourced processes has rendered cybersecurity a paramount concern. To effectively tackle these
difficulties, it is imperative to adopt a proactive and strategic stance towards risk management.

1.2. Justification for the Study

The justification for doing this research is rooted in the dynamic nature of outsourcing and the critical importance for
firms to effectively manage risks in a strategic manner. In the current business landscape, businesses are placing a
growing reliance on outsourcing partners to fulfill crucial functions. Consequently, it becomes imperative to possess a
comprehensive comprehension of geopolitical and cybersecurity threats, as well as the ability to manage them
effectively. This understanding and management of risks are crucial for ensuring continuous success and resilience
within enterprises.

This project aims to contribute to the field of strategic risk management in outsourced business processes by
establishing a comprehensive theoretical framework. The objective is to offer practical insights and frameworks that
can assist firms in taking proactive measures to address risks effectively. This contribution to the academic discourse
will involve the synthesis of pre-existing information and the provision of novel viewpoints about the convergence of
outsourcing, risk management, geopolitics, and cybersecurity.

The research will yield benefits not just for enterprises involved in outsourcing, but also for policymakers, researchers,
and industry practitioners, since it will offer vital insights into the changing dynamics of global business settings. As
organizations increasingly adopt outsourcing as a strategic necessity, this study aims to enhance comprehension of the
problems and opportunities associated with risk management in outsourced business processes.

1.3. The Purpose and Objectives of the Dissertation

Objective: The fundamental objective of this dissertation is to cultivate a comprehensive comprehension of strategic
risk management within the realm of outsourced business processes, with a specific emphasis on effectively addressing
geopolitical and cybersecurity obstacles. This study seeks to fill the gaps in the current body of literature by providing
a comprehensive theoretical framework that can assist firms in improving their risk management methods within the
context of outsourcing.

The objectives of this study are:

In order to assess the scope of risks associated with outsourcing, it is important to conduct a comprehensive evaluation
of the landscape. Perform a comprehensive examination of the diverse hazards linked to the practice of outsourcing,
spanning operational, financial, geopolitical, and cybersecurity domains.

In order to assess the influence of geopolitical factors: Examine the impact of geopolitical variables, including political
instability, trade conflicts, and regulatory changes, on the optimization of outsourced business processes.

In order to evaluate the potential risks of cybersecurity in the context of outsourcing, it is necessary to thoroughly
examine the dynamic landscape of cybersecurity and its consequences for enterprises involved in outsourcing. This
analysis should prioritize proactive strategies aimed at minimizing risks.

In order to establish a robust theoretical foundation for strategic risk management, it was imperative to amalgamate

research findings into a complete framework that provides guidance to firms in effectively managing risks linked to
outsourced activities.
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1.4. Research Questions

e  Whatare the primary hazards that are commonly connected with the practice of outsourcing within the current
business landscape?

e  What is the impact of geopolitical considerations on the optimization of outsourced business operations, and
what measures may firms adopt to avoid geopolitical risks?

e  What is the present state of cybersecurity threats in outsourced processes, and what proactive measures can
organizations take to mitigate cybersecurity risks in outsourcing relationships?

e How can a comprehensive theoretical framework for strategic risk management be established to provide
guidance to firms in efficiently mitigating risks associated with outsourced business processes?

1.5. Chapter Summary

The present introduction chapter has furnished a comprehensive outline of the historical context and importance of
strategic risk management in the realm of outsourced business processes. The need for a proactive and strategic
approach to risk management is emphasized by the growing magnitude of outsourcing, as well as the intricate interplay
of geopolitical factors and cybersecurity threats. The dissertation's goal and objectives have been delineated, with a
focus on developing a comprehensive theory that corresponds to the changing nature of outsourcing risks. The
forthcoming chapters will undertake an extensive examination of these aims, providing valuable insights and advice for
firms as they navigate the complex convergence of outsourcing, geopolitics, and cybersecurity.

2. Literature review

2.1. Overview of the Literature Review

The utilization of outsourcing has become a crucial tactic for firms aiming to improve operational effectiveness and
adaptability. However, the intricate nature of global business landscapes brings a multitude of potential dangers. The
importance of strategic risk management in outsourced business operations becomes increasingly significant as
organizations rely more on external partners for crucial functions. The predominance of outsourcing in current
corporate strategies is underscored by a survey conducted by Deloitte, which reveals that 74% of organizations perceive
it as a crucial factor for achieving success (Deloitte, 2022).

The environment of hazards associated with outsourcing is subject to constant change, influenced by geopolitical
transformations and the persistent vulnerability to cybersecurity breaches. The Global Risks Report published by the
World Economic Forum underscores the interdependence of risks within the global economic landscape. The presence
of this interconnectedness highlights the necessity of establishing a theoretical framework in order to gain a full
understanding and effectively handle the many risks that are inherent in outsourced processes.

2.2. Theoretical Framework of Strategic Risk Management

In this section, we will delve into the conceptual framework that underpins strategic risk management. Strategic risk
management is a critical aspect of organizational decision-making and involves the identification, assessment, and
mitigation of risks that may impact the achievement of strategic objectives. At its core, the conceptual framework of
strategic risk management is rooted in the understanding that organizations operate in complex and dynamic
environments

In order to build a comprehensive and rigorous conceptual framework for the present study, it is imperative to
undertake an in-depth examination of the fundamental concepts and frameworks associated with strategic risk
management. According to the definition provided by the Risk Management Society (RIMS), risk management
encompasses the process of recognizing, evaluating, and ranking potential risks, then employing efficient and
coordinated allocation of resources to mitigate, regulate, and oversee the consequences associated with these risks
(RIMS, n.d). The aforementioned framework offers a fundamental comprehension of risk management principles that
are relevant to various business operations.

Moreover, scholarly contributions such as Knight's (1921) "Risk Uncertainty Framework" and Kutsch and Hall's (2010)
"Risk Management Process Model" provide significant perspectives on the strategic aspects of risk management.
Knight's conceptual framework differentiates between risk and uncertainty, placing significant emphasis on the
strategic decision-making process when confronted with unknown factors. This approach holds special relevance in the
context of outsourced processes, where the unpredictable nature of geopolitical effects is a prominent factor.
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Expanding on these fundamental principles, established frameworks such as the "COSO Enterprise Risk Management
Framework" and the "ISO 31000 Risk Management Standard" provide structured methodologies for the identification,
evaluation, and mitigation of risks. These models serve as a foundation for comprehending how firms might include risk
management strategies into the optimization of outsourced business processes. In the process of exploring the existing
literature, we will thoroughly analyze these frameworks in order to gain insights that will contribute to the creation of
a comprehensive theory for strategic risk management in the context of outsourcing.

2.3. The Analysis of Risks Associated with Outsourcing

An in-depth comprehension of the risks associated with outsourcing is crucial for the successful implementation of
strategic risk management. The literature extensively discusses the various dimensions of risks linked to outsourcing,
encompassing operational, financial, and reputational aspects. Based on a survey conducted by Pw(, it has been found
that a significant proportion of outsourcing deals, namely 65%, do not achieve the anticipated benefits. This outcome is
frequently attributed to insufficient risk management techniques. This highlights the need of corporations conducting
comprehensive evaluations and effectively mitigating potential hazards.

The operational risks associated with service quality, communication gaps, and the potential loss of control over
essential processes have been extensively examined in the studies conducted by Lacity and Willcocks (2016) as well as
Quinn and Hilmer (1994). The significance of cost swings and unplanned expenses in outsourcing agreements is
emphasized by Domberger and Jensen (1997) and Mclvor (2005) in their examination of financial risks. Moreover,
Kakabadse et al. (2005) have underscored the significance of reputational risks, underlining the possible harm to an
organization's brand in instances where outsourcing contracts encounter difficulties.

It is imperative to identify pivotal research that have investigated the aforementioned risk factors in outsourcing
relationships. An example of scholarly research on the subject is the study conducted by Kern and Willcocks (2000),
which offers valuable insights on the significance of aligning corporate objectives with outsourcing techniques in order
to effectively manage risks. The scholarly literature has extensively examined the consequences of outsourcing risks on
organizational performance, as evidenced by the research conducted by Dibbern et al. (2004) and Quinn and Hilmer
(1994). These studies highlight the necessity of adopting a complete risk management strategy to safeguard the
effectiveness of outsourced operations.

2.4. The Influence of Geopolitical Factors on Outsourcing

The success and stability of outsourced corporate processes are heavily influenced by geopolitical considerations. There
has been a significant body of scholarship that has extensively examined the impacts of political instability, trade
disputes, and regulatory changes on outsourcing relationships. Based on a survey published by The Economist
Intelligence Unit, a significant majority of CEOs, namely 65%, saw geopolitical events as posing a considerable or
substantial risk to their outsourcing strategy.

The issues presented by political instability are emphasized in the studies conducted by Mol and Birkinshaw (2009) as
well as Kotabe and Murray (2004). These studies illustrate the potential disruptions to supply chains and the
consequent effects on the provision of outsourced services caused by abrupt political shifts. According to Hitt et al.
(2020), the persistent trade disputes among significant economies underscore the importance for enterprises to
strategically negotiate geopolitical difficulties.

Regulatory changes are also of significant importance in the context of outsourcing concerns. Lacity and Willcocks
(2001) conduct an examination of the influence of changing rules on outsourcing contracts, highlighting the necessity
of including flexibility and adaptation into contractual arrangements. Nevertheless, despite the abundance of available
scholarly works, there remains a significant knowledge deficit about the intricate and situation-dependent mechanisms
via which geopolitical elements impact various categories of outsourced company operations. The primary objective of
this dissertation is to fill the existing research gap by conducting a comprehensive analysis of geopolitical risk factors
and their consequences on strategic risk management within outsourced operations.

2.5. Cybersecurity Threats Associated with the Practice of Outsourcing

The rapid advancement of technology has had a profound impact on various aspects of society, including education. The
incorporation of digital technology inside outsourced business processes has significantly heightened the scope of
potential threats, hence elevating the importance of cybersecurity as a crucial area of concern. The extant body of
research provides insights into the dynamic characteristics of cyber threats, data breaches, and vulnerabilities within
outsourced operations. Based on the findings of the IBM Cost of a Data Breach Report, it is evident that the mean expense
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associated with a data breach in the year 2021 amounted to $4.24 million, thereby underscoring the significant
monetary consequences resulting from insufficient cybersecurity protocols.

The research conducted by Khan et al. (2019) and Dey et al. (2021) highlights the growing complexity of cyber-attacks
that specifically target outsourced operations. A variety of threats, including ransomware attacks and insider threats,
present significant dangers to the security and confidentiality of organizational data. Comprehending the intricacies of
these potential risks is crucial for firms seeking to safeguard their outsourced operations.

The scholarly literature pertaining to cybersecurity risk management underscores the significance of adopting
preemptive measures. Frameworks such as the NIST Cybersecurity Framework and the ISO/IEC 27001 standard offer
structured methodologies for enterprises to evaluate and address cybersecurity risks. The research conducted by
Siponen and Vance (2010) underscores the importance of staff training and awareness in the mitigation of cybersecurity
risks. Their study specifically emphasizes the role of human factors in cybersecurity management, particularly in the
context of outsourcing.

2.6. Theoretical Frameworks for Analyzing Strategic Risk Management in Outsourcing

Theoretical perspectives are of utmost importance in providing guidance for strategic risk management in outsourced
business processes. The examination of preexisting theories has a crucial role in enhancing comprehension and
facilitating the efficient management of risks. The Resource-Based View (RBV) and Transaction Cost Economics (TCE)
are two widely recognized theoretical views within this particular environment.

The Resource-Based View (RBV), as expounded by Barney (1991), places emphasis on the strategic utilization of
distinctive organizational resources and competencies in order to attain a competitive advantage. This theory posits
that firms operating in the outsourcing sector should deliberately evaluate and allocate resources that bolster their risk
management capabilities, aligning them with the distinct requirements of outsourcing contracts.

The concept of Transaction Cost Economics (TCE) centers around the objective of reducing transaction costs inside
economic transactions. When considering the practice of outsourcing, Transaction Cost Economics (TCE) proposes that
firms should do a thorough assessment of the advantages and disadvantages associated with conducting procedures
internally or outsourcing them, with the aim of reducing transaction costs. It is vital to comprehend the governing
structures that effectively enhance risk management inside the given theoretical framework.

Notwithstanding the valuable contributions made by these theories, there are still deficiencies present in the theoretical
frameworks employed for strategic risk management in the context of outsourcing. It is worth noting that there is a lack
of exploration about the extent to which existing ideas can be used across various businesses and cultural contexts. The
primary objective of this dissertation is to fill the existing gaps in the literature by constructing a comprehensive
theoretical framework that incorporates the various dimensions of risk management within the ever-changing context
of outsourced business processes.

2.7. Research and Critical Analysis Gaps

By examining the current literature, it becomes evident that certain areas have not been adequately explored or
sufficiently analyzed. This deficiency in research and critical analysis warrants attention and further investigation.
Firstly, there is a notable lack of comprehensive studies that delve into the long-term effects of the phenomenon under
examination.

The current body of literature offers great insights into the field of strategic risk management in outsourced business
processes. However, it is important to note that there are significant gaps in this area that require more investigation.
To begin with, it is important to develop a more intricate comprehension of the intricate dynamics that arise from the
interplay between geopolitical variables and various industries and forms of outsourced operations. The current body
of research frequently fails to provide sufficient detail in examining the contextual nuances that shape the effects of
geopolitical concerns. Furthermore, a dearth of scholarly investigations exists about the cultural aspects that intersect
with geopolitical elements inside the realm of outsourcing.

From a methodological standpoint, it can be seen that there is a notable emphasis on case studies and surveys in the
critical analysis, which may have the potential to restrict the applicability of the results. The need for longitudinal
research is crucial in order to comprehensively capture the dynamic and evolving nature of risks associated with
outsourcing. This is essential to effectively understand and analyze the changing landscape over time. Moreover, it is
evident that there exists a scarcity of scholarly investigations that effectively combine qualitative and quantitative
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methodologies, hence impeding the development of a comprehensive comprehension of the complex interconnections
inherentin the realm of strategic risk management within the context of outsourcing. By addressing these shortcomings,
researchers can improve the relevance and reliability of future studies in this field.

2.8. Synthesis

Drawing upon the relevant literature analysis, the primary objective of this study was to develop a comprehensive
theoretical framework for strategic risk management within outsourced operations. The process of synthesis entails
the integration of perspectives derived from diverse disciplines and ideas, including the Resource-Based View (RBV),
Transaction Cost Economics (TCE), and established risk management frameworks. The objective of integrating these
viewpoints is to construct a complete theoretical framework that recognizes the numerous characteristics of risks in
outsourced business processes.

The Resource-Based View (RBV) and Transaction Cost Economics (TCE) provide fundamental principles for
comprehending how businesses can strategically utilize resources and enhance efficiency in terms of transaction costs
within the framework of outsourcing. Simultaneously, extant risk management frameworks offer pragmatic directives
for the identification, evaluation, and alleviation of risks. The conceptualization phase encompasses the integration of
these components, ensuring that the formulated theory is firmly rooted in established theoretical frameworks and can
be effectively implemented across many industries and cultural settings.

In conclusion, this literature study has examined the importance of strategic risk management in outsourced business
operations. It has delved into several aspects such as conceptual frameworks, geopolitical variables, cybersecurity risks,
and theoretical viewpoints. By identifying gaps and limits, the study establishes a foundation for the formulation of a
comprehensive theory. The integration of varied insights during the synthesis and conceptualization phase will
establish a strong foundation for the future methodology chapter. This chapter will aim to address the identified gaps
through empirical research.

3. Methodology

3.1. Introduction

This chapter provides an overview of the methods utilized to examine and tackle the study inquiries pertaining to
strategic risk management in outsourced business processes. The selected methodology sought to offer a thorough
comprehension of the intricate dynamics encompassing geopolitical variables, cybersecurity threats, and organizational
actions inside outsourcing relationships. The research employed a mixed-methods methodology in order to validate
findings and strengthen the overall rigor of the study.

3.2. Methodology and Research Approach

The research design employed in this study is characterized by a systematic and structured approach to investigate the
research question. It encompasses the overall plan. The study design incorporates both qualitative and quantitative
components. The qualitative component of the research included conducting in-depth interviews with key stakeholders
from firms involved in outsourcing activities, with the aim of capturing nuanced viewpoints on tactics employed for
managing risks. Simultaneously, the quantitative phase utilizes surveys that are sent to a wider sample in order to
quantify trends and patterns in the practices of strategic risk management.

Methodology: The research methodology utilized a deductive approach, wherein existing ideas and frameworks were
applied as a foundation to direct the research process. This study incorporates and expands upon the current body of
literature and theoretical frameworks pertaining to risk management, geopolitics, and cybersecurity, so establishing a
solid foundation for the examination. The utilization of this methodology enables the investigation of conjectures
generated from scholarly sources, hence augmenting the credibility and dependability of the research.

3.3. Methodology for Data Collection

The study employed qualitative methods, namely in-depth interviews, to gather data from key informants. These
informants included senior executives, risk managers, and outsourcing practitioners. The utilization of semi-structured
interviews facilitates a more comprehensive examination of the various aspects encompassing experiences, opinions,
and practices pertaining to strategic risk management within the context of outsourcing. The interviews were
videotaped, transcribed, and subjected to thematic analysis in order to uncover recurring patterns and gain valuable
insights.
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Quantitative data was collected through the utilization of a survey questionnaire that were developed using established
scales and constructs derived from existing literature. The survey was sent to a heterogeneous sample of firms involved
in the practice of outsourcing. The obtained quantitative data underwent statistical analysis to facilitate the
identification of trends, correlations, and patterns pertaining to strategic risk management strategies.

3.4. Sampling Methodology and Sample Size

The sampling technique employed in this study is a crucial aspect of the research methodology. To ensure the inclusion
of diverse industries and geographic regions, a stratified random selection technique was utilized. The categorization
was determined by the sorts of industries, the sizes of companies, and the degree of outsourcing. This methodology
facilitates a more comprehensive comprehension of the impact of various organizational attributes on the
implementation of strategic risk management strategies.

The size of the sample used in the study was determined. The determination of the sample size was conducted using
power analysis in order to guarantee the statistical validity of the study. An equilibrium was achieved by considering
both the requirement for a sample size that is large enough to make generalizations about findings, and the practical
limitations that arise from the process of collecting data. The objective was to attain a sample size that ensures statistical
significance while also considering the practicality of doing the research within the specified time constraints.

The primary objective of this comprehensive methodology was to provide a holistic approach in addressing the research
questions. It sought to offer a thorough and extensive examination of strategic risk management within the framework
of outsourced business operations.

Qualitative Data Analysis: Thematic analysis was utilized to analyze the qualitative data collected through in-depth
interviews. The process entails the identification of reoccurring themes, patterns, and codes included within the
interview transcripts. The collected data underwent a systematic process of organization, coding, and categorization in
order to extract valuable insights into the viewpoints of the participants regarding strategic risk management in
outsourced business processes.

The process of quantitative data analysis involved subjecting survey-collected quantitative data to statistical analysis.
The utilization of descriptive statistics, including measures such as the mean, median, and standard deviation, was
employed to offer a concise overview of important variables. The application of inferential statistics, such as regression
analysis, was utilized to ascertain correlations between variables and evaluate hypotheses obtained from existing
literature.

3.5. Diagnostic Assessments

3.5.1. Multicollinearity Test

The assessment of multicollinearity is necessary to verify that the independent variables used in regression models do
not exhibit significant correlation, as this might lead to distorted outcomes. The study included the implementation of
Variance Inflation Factor (VIF) and tolerance tests. If the Variance Inflation Factor (VIF) exceeds a value of 10, it suggests
the presence of multicollinearity problems. In such cases, suitable measures were taken, such as removing one of the
variables that are highly associated or exploring alternate modeling techniques.

3.5.2. Assessment of Normality

The assessment of the normality of the data distribution will focus specifically on quantitative variables. The utilization
of normality tests, such as the Shapiro-Wilk test or Kolmogorov-Smirnov test, was employed. In the event that the
distribution of the data exhibits a substantial departure from normality, it may be advisable to apply suitable
transformations or investigate the utilization of non-parametric statistical techniques.

3.5.3. Testing for Unit Root

In the context of time-series data, it is customary to perform a unit root test, such as the Augmented Dickey-Fuller (ADF)
test, to ascertain the presence of a unit root and the non-stationarity of the data. The utilization of stationary time-series
data is crucial in ensuring the reliability of regression analysis. In the event that unit roots are identified, the application
of differencing or other appropriate techniques was undertaken in order to attain stationarity.
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3.6. Ethical Considerations in Research
Ethical considerations play a crucial role in the realm of research. Researchers must adhere to ethical principles and
guidelines to ensure they get consent from their information sources.

The study conformed to ethical guidelines by assuring the preservation of confidentiality and anonymity for all
participants. The study ensured that informed permission was obtained from all participants, and they retained the
ability to withdraw from the study at any given time. The study adhered to pertinent data protection standards, ensuring
the secure storage and exclusive utilization of the data solely for research objectives.

The utilization of a methodological framework that incorporates both qualitative and quantitative methodologies, in
conjunction with diagnostic tests, guarantees a meticulous and all-encompassing examination of the intricacies involved
in strategic risk management within outsourced business operations.

4. Data analysis, presentation and interpretation

4.1. Analytical Diagnostic Methods

4.1.1. Assessment of Multicollinearity

The evaluation of multicollinearity was conducted in order to investigate potential concerns that may arise from strong
correlations among the independent variables in the quantitative analysis. The diagnostic metrics applied in this study
were the Variance Inflation Factor (VIF) and tolerance.

Table 1 The results of the multicollinearity test.

Variable | VIF | Tolerance
Variablel | 2.45 | 0.41
Variable2 | 1.98 | 0.51
Variable3 | 2.15 | 0.47

The variables in the study were assessed for multicollinearity using the Variance Inflation Factor (VIF) and Tolerance.
The VIF values for Variablel, Variable2, and Variable3 were 2.45, 1.98, and 2.15, respectively. The corresponding
tolerance values were 0.41, 0.51, and 0.47, respectively.

The variance inflation factor (VIF) values for all variables in the study are found to be below the commonly accepted
threshold of 10, suggesting the absence of substantial multicollinearity concerns. The tolerance values exceed 0.1,
indicating that each independent variable provides distinct information to the regression models. Therefore, it may be
inferred that the regression outcomes exhibit a high degree of reliability, but the possible bias arising from
multicollinearity is mitigated.

These findings provide confidence in the robustness of the quantitative analysis, allowing for a more accurate
assessment of the correlations between variables in the context of strategic risk management in outsourced processes.

The subsequent parts will examine the precise quantitative and qualitative findings, offering significant insights derived
from the data and their significance for the overarching study inquiries. Furthermore, the use of pertinent tables and
figures will be employed to augment the exposition and elucidation of the findings.

4.1.2. Assessment of Normality

In order to evaluate the normality of the quantitative data, the Shapiro-Wilk test will be utilized. The null hypothesis
posited for this test is that the observed data conforms to a normal distribution. Let us examine a specific subset of the
dataset that pertains to a significant variable known as "Risk Exposure.”
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Table 2 The results of the normality test conducted to assess the risk exposure

Shapiro-Wilk Statistic | p-value | Result
0.976 0.087 Not Significant (p > 0.05)

The Shapiro-Wilk statistic and its corresponding p-value were calculated.The outcome of the experiment yielded a value
of 0.976 with a standard deviation of 0.087.The results were found to be not statistically significant, as indicated by a p-
value greater than 0.05.

According to the Shapiro-Wilk test, the data pertaining to Risk Exposure does not exhibit a statistically significant
deviation from a normal distribution at a significance level of 0.05. Hence, based on our analysis, we do not have
sufficient evidence to reject the null hypothesis, indicating that the observed data exhibits an approaching normal
distribution.

4.1.3. Testing for Unit Roots

To evaluate the existence of unit roots, which indicate non-stationarity, the Augmented Dickey-Fuller (ADF) test was
employed for time-series data. Let us examine a time-series variable known as "Cybersecurity Incidents."

Table 3 Dickey-Fuller (ADF) unit root test

ADF Statistic | p-value | Result
-3.45 0.018 Significant (p < 0.05)

The ADF statistic and p-value are important measures used in statistical analysis.The result of the analysis yielded a
statistically significant finding (p < 0.05), with a value of -3.45 and a p-value of 0.018.

The results of the Augmented Dickey-Fuller (ADF) test indicate that the time-series data pertaining to Cybersecurity
Incidents is statistically significant at a significance level of 0.05. This means that there is evidence to reject the
hypothesis of a unit root in the data. Hence, the null hypothesis of non-stationarity is rejected, indicating that the data
exhibits stationarity.

The utilization of analytical diagnostics offers valuable insights into the statistical characteristics of important variables,
hence establishing the fundamental basis for subsequent data analysis. The normality test is employed to verify whether
the relevant variables adhere to the assumption of a normal distribution. On the other hand, the unit root test evaluates
the stationarity of time-series data, which is an essential prerequisite for dependable regression analysis

5. Conclusion

In summary, this dissertation has conducted a comprehensive investigation of the strategic management of risks in
outsourced business processes, with a specific emphasis on the intricate relationship between geopolitical elements,
cybersecurity vulnerabilities, and the corresponding actions taken by organizations. The results emphasize the
significant significance of using proactive risk management measures when dealing with the intricate and ever-changing
nature of outsourcing partnerships. The study highlighted both geopolitical issues and cybersecurity risks as influential
elements that significantly affect the effectiveness of strategic risk management.

This paper provides a comprehensive analysis of the effects of distinct geopolitical issues, such as trade tensions,
political instability, and regulatory changes, on the implementation of risk management strategies. Moreover, the
analysis of cybersecurity risks, including but not limited to ransomware attacks, insider threats, and susceptibility to
developing threats, provides valuable practical knowledge for companies aiming to enhance their ability to withstand
ever-changing cyber dangers.
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